
Technical Paper 

Design principles, enabling technologies and challenges for smart 
manufacturing systems towards industry 4.0* 

V Ashwini1*, YT Dharanendra2, HS Kumaraswamy3, BM Rajaprakash4 

Department of Mechan ical Engineering, University Visvesvarayo College of Engineering, Bongo/ore University, Bongo/ore, 

Karnataka 

*Presented in 1sr National Conference on Smart Manufacturing & Industry 4.0 (NCSM/4) at Central Manufacturing Technology 

Institute (CM TI}, Bengaluru, during May 30-31, 2019. 

Keywords: 
Industry 4 .0, 
Smart Manufacturing system, 
Industrial Internet of Things 

{lloT), 

Cloud Manufacturing, 
Intelligent Manufacturing, 
Integration Manufacturing, 
Additive Manufacturing, 
Cyber (digital) - Physical 
Manufacturing system, 
Big Data and Analytics, 
Cloud Computing and 
Database wireless Sensors. 

ABSTRACT 

The revolution of industry 4.0 has resulted in continuous rapid growth 
of industry and the global market environment. Many manufacturing 
firms are rethinking & reshaping their traditional process to the 
smart process and make a step to develop a smart manufacturing 
system. By adopting the advanced manufacturing techniques such 
as Artificial Intelligence Manufacturing, Integration Manufacturing, 
Cyber-Physical system and many more enabling techniques like 
Big data & analytics, Industrial Internet of Things, Smart Sensors, it is 
possible to enhance the effectiveness of plant operations. According 
to the changes of trends in global market, manufacturing firms are 
turning towards smart manufacturing system. Smart thinking, new 
innovations in manufacturing sectors result in facing effectively the 
global and local challenges. Other benefits are increase in operational 
efficiency, improvement in the machine performance, low manufacturing 
cost, and many more. The main aim of this paper is to review the 
related studies on Smart Manufacturing, and its key enabling 
technologies. From these studies, it gives an idea to implement the 
advanced technologies in present manufacturing system in the 
organization and achieve both economic growth of the country and also 
personal growth of the organizations. 

1. Evolution of Industry 4.0 2. Smart Manufacturing Towards lndustry4.0 
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Fig. 1. Shows the key aspects of 
Industry 1.0-lndustry 4.0[1] -[3] . 
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Smart manufacturing is a new trend, new 
innovations evolved from the industry 4.0. Smart 
manufacturing defines a production system 
or environment which is rapidly growing with 
the key technologies and it is entirely driven by 
internet. By adopting the key technologies in 
manufacturing process according to conditions, 
its applications and smartness of the 
technologies, makes traditional manufacturing 
move towards smart manufacturing. The 
integration of smart techniques, smart materials, 
smart machines, smart tooling and smart process 
and smart sensors are adopted according to 
production environments and entire system is 
driven through Internet of things (loT), which 
is served as a smart production system and 
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develop smart products according to changing 
scenario. Such a system is often called as Smart 
Manufacturing system or Smart Factory (Fig.2) [4J. 

2.1 Design principles for smart manufacturing: 
readiness for Industry 4.0 

In smart manufacturing system, the design 
principles of industry 4.0 are adopted & 
implemented in system. The design principles are 
grouped into six types as follows : 

1) Interoperability: The ability to communicate the 
technical information within system components 
which includes objects, machines, & people 
through the Internet of things,& the Internet 
of people . Products communicate the business 
information or data between manufacturing 
enterprises and customers. A standardized 
mechanical, electrical, and communication 
information is very much essential to enhance the 
interoperability [2J [SJ . 

2) Virtualization/lnformation transparency: The 
ability to simulate and create a virtual copy of 
the actual environments. Cyber physical system 
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Fig. 2. Overview of smart manufacturing 
system towards industry 4.0. 
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(CPS) monitors an objects existing in surrounding 
environment. From Information transparency 
of cyber physical system {CPS) and the aggregation 
of sensors data which enables the creation of 
Virtual environments. Virtual system (VS) helps 
to monitor and control its physical aspect which 
sends data to update the virtual model in real 
time .Virtual system enables the implementation 
of designs, creating digital prototypes that are 
very similar to the real ones. Virtual reality (VR) 
& Augmented reality (AR) integrates with the 
mobile devices which provide detailed design 
of their products to the customers and allow 
them to track the manufacturing process at 
each phase [2J [6J . 

3) Decentralization: The ability to work 
independently, which gives place for customized 
products and problem solving. System elements 
like modules, material handling, products, decisions 
on their own, unsubordinated to a control unit . 
The decision is made autonomously in real time 
without violating the organizational goal. In this 
system the employees make decisions about 
ordinary matters on time and change their 
strategy and direction according to the change 
in business situations and environments [7J . 
Decentralization creates a more flexible 
environment for production, in cases of failure or 
having conflicting goals [2J [SJ . 

4) Real-Time Capability (Responsiveness): The 
ability of a system to respond to changes on time 
like changes in customer requirements, status of 
production system, malfunctions and resource 
failures . A smart factory/ smart manufacturing 
will be able to collect the data, store, analyze, 
and make decisions according to new findings in 
real time [8J . Real time capability is not only limited 
to market research but also to internal processes 
such as the machine failures . Smart objects 
must be able to identify the defects and 
re-delegate tasks to other operating machines. It 
also contributes greatly to the flexibility and the 
optimization of production [9J. 

5) Service-Orientation: Production must be 
customer-oriented . People and smart objects/ 
devices must be able to connect efficiently 
through the Internet of Services to create products 
based on the customer 's specifications. Today, 
manufacturing industries outsource some of 
their services, focusing on their core businesses, 
the idea that manufacturing industries will shift 
from selling products to selling and services. 
By this concept Manufacturing industries are 
becoming service providers as their products 
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have reached competitive equality. By using such 
a strategy, a product can be sold to customers 
with almost suitable margin or profit. Not 
only focus on profit from selling the product, 
the organizations also focus on selling the 
service [10] - [12]. 

6) Modularity: It refers as a design of system 
components and ability to adapt to a new 
market. Modularity is defined as the capability of 
system components to be separated and 
combined easily and quickly. In some case, it 
would take a week to study the market and 
change its production accordingly. On other 
hand, smart factories must be able to adapt fast 
and smoothly to changes in market trends [13]. 

2.2 Key enabling techniques (components) 
drives the smart manufacturing towards 
industy 4.0 

The nine main key technologies that 
progressively make up the base of Industry 4.0 
are Big Data and Analytics, Cloud computing, 
Internet of Things (loT) /Industrial Internet of 
Things (lloT), Simulation, Autonomous robots, 
Augmented reality (AR), Cyber Physical system 
(CPS), Additive Manufacturing /3D Printing and 
System Integration. (Fig.3.) [14] [15]. 

1) Big data and Analytics: One of the major 
challenges with data has been its quantum; the 
too many data makes it difficult to identify the 
relevant information. And it is to be resolved 
by the means of some intelligent analysis. 
Big data and analytics techniques make it possible 
to identify the performance of an individual 
component and its operating conditions to 
prevent the future production issues and 
take preventative action. The collection and 

.... ~··---

Fig. 3. Key technologies of smart manufacturing 
towards industry 4 .0. (Source: automation .isa.org) 

comprehensive evaluation of data from many 
sources like production equipment and systems, 
and also enterprise and customer-management 
systems, it will become standard to support 
real-time decision-making [16] .As indicated by 
Forrester's definition, Big Data consists of four 
dimensions such as Volume/Variety/Value of 
data, Velocity of generation of new data and 
analysis [17] .The applications of big data use in 
manufacturing industries serves many benefits 
such as Optimize production and enhance 
efficiency, Predict machine failure and reduce 
downtime, Increasing energy efficiency, Optimize 
the supply chain, Enhance product quality, 
and cut manufacturing cost. 

2) Cloud computing: Cloud computing serves 
as a technical backbone for the connection and 
communication of manifold elements of the 
application centre of Industry 4.0. From Industry 
4.0, organization needs increasing data sharing 
across the sites and companies, i.e., achieving 
the reaction times in milliseconds or even faster 
[16] ."Digital production/Cyber production" is a 
concept of having the connections of different 
devices to same cloud to share information with 
one another and can be extended to the set of 
machines from a shop floor as well as the entire 
plant [18] . Outfitting cloud capacities to collect 
data from manufacturing process and distribute 
the data to different users and partners is a 
useful asset helps to save money, enhance safety 
and security operations, optimize production 
processes, and speed up project implementations. 
Cloud computing provides manufacture with 
abilities for implementing advanced software 
applications, extending portability & supporting 
new technologies which are driven through 
Internet- loT/ /lloT, Big Data & Artificial Intelligence 
activities. 

3) Internet of things (loT) / Industrial internet 
of things (lloT): Internet of things (loT) is a main 
key used in Industry 4.0 to derive the solutions. 
The Internet of Things is global network 
interconnected with uniform addressed objects 
that communicate via standard protocols . 
Internet of Things (loT) is also known as Internet 
of Everything (loE), which consists of Internet of 
Service (loS), Internet of Manufacturing Services 
{loMs), and Internet of People (loP), Embedded 
System and also Integration of Information 
& Communication technology (IICT).lt is also 
defined as the system of inter related computing 
devices, mechanical & digital machines. Setting, 
pervasiveness, and optimization are the three 
key features of loT in which setting refers the 
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possibilities of cutting edge object communication 
with a current situation, and immediate response 
to the off chance that anything changes. 
Pervasiveness provides information of location, 
physical or air atmospheric conditions of object. 
Optimizations illustrates that the present items 
are something other than association with system 
of human administrators at human-machine 
interface. Internet of things (loT) is also called 
Industrial Internet of things (lloT) where Smart 
sensors and actuators are utilized to upgrade 
manufacturing and modern procedures. The 
Industrial of things (lloT) empowers the intensity 
of smart machines and ongoing examination to 
exploit the information or data that put a way 
in the machines. Software and data are main 
two key elements of lloT which are used for 
intelligent planning & control of machines 
and factories of the future. Benefits of lloT in 
manufacturing process and control includes: 
1) Enabled connection between machines & 
manufacturers. 2) Control over joint systems. 
3) Deeper insight into the manufacturing business 
decisions. process. 4) Data analysis helps to 
make smarter 5) Enhanced production work 
flow by automation & optimized production 
processes. 6) Devices connected to the network 
allow equipment management and control from 
any location. 7) Sensor data provides a better 
overview of power consumption . 8) Time-saving 
& cost prevention. 9) Reduced downtime. 
10) Better product quality. 11) Reduced risks of 
human error. 12) Easy machine assessment to 
determine whether the machine needs a repair. 
13) Improved safety. 14) Real-time overview of 
ongoing activities. 15) Improved management 
of the global supply chain . 16) Customer 
satisfaction [19] . 

4) Simulation: The simulations of systems analyze 
the various situations occur within the 
manufacturing system. After evaluating the 
situation area, cost effective solutions can be 
developed, tested and enforced much quicker, 
which leads to reduced cost and time to market. 
It is extensively used in plant operations to 
leverage real-time data and to mirror the physical 
world in a virtual model, it includes machines, 
products, and humans. There will be reduction in 
down time of machines and setup times leading 
to increased quality [16] .The simulation of produc 
-tion processes not only shorten down times and 
changes it &also reduce the production failures 
during the startup stage [20].Quality decision 
making can be improve d by easy and fast way 
with the help of simulation [21] . 
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5) Autonomous robots: To automate production 
methods across the various sectors, autonomous 
robot are used and it's powered driven by the 
conception of Internet of Things (loT) . This 
connects devices & computer machines to 
communicate with one other, materials can 
transport across the factory floor through 
autonomous mobile robots (AMRs), avoiding 
obstacles, coordinating with fleet mates, 
identifying where pickups and drop offs area 
unit are required in real-time. By connecting to a 
central server/database, the actions of robots 
that can be coordinated & automated, at a 
larger extent can be achieved than ever before. 
Autonomous robots can complete tasks precisely 
and intelligently, with a minimal human input 
focus on safety, flexibility, versatility and 
collaboratively [16] . 

6) Augmented reality (AR): Augmented reality 
support a variety of services, such as selecting 
parts in a warehouse, and sending repair 
instructions over mobile devices. Industry can 
use of augmented reality to provide workers 
with real-time-information to improve 
decision-making and work procedures. Workers 
may receive instructions to repair, & think on 
how to replace a particular part as they are 
looking at the actual system needing repair [16]. 
Leveraging the application of 3D & loT technology 
can create compelling augmented reality that 
help to build better products, enable safety, 
improve efficiencies and more productive 
environment for workers customers [15]. 

7) Cyber Security and Cyber Physical Systems 
(CPS): The security of information becomes 
paramount as we tend to move away from closed 
systems towards increased connectivity (network) 
from the loT and cloud . Security and reliability 
empowers the successful implementation of a 
genuinely present day and digitized production 
work flow, by utilizing all the advantages 
of a connected environment. Increased in 
the connectivity and the use of standard 
communications protocols from the revolution 
of Industry 4.0, the need to protect critical 
industrial systems and manufacturing 
ines from cyber security threats increase 
dramatically. As a result, the secure, reliable 
communications, sophisticated identity, and 
access management of machines and users has 
become essential [16]. The strong connectivity 
of the physical, the service and the digital world 
can improve the quality of information which 
is essential for planning, optimization and 
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operation of manufacturing systems. Cyber 
security helps to preserve the details like design 
data, and other production details . The Cyber 
Physical System is defined as the systems in which 
natural and human made systems (physical space) 
are integrated with computation, communication 
and control systems (cyber space) [17). 
Decentralization and autonomous behavior of 
the production process is the main character istics 
of Cyber Physical System [10) . Use of proper 
sensors in CPS will find out the failure occurring 
in machines automatically and prepare for 
fault repair actions on CPS. These results in the 
optimum utilization of operation performed on 
that station, increase the efficiency and reduced 
the cycle time. 

8) Additive manufacturing/3D printing: The 
individual objects or personalized products, that 
offers construction advantages, such as complex, 
lightweight designs. Its use either directly 
with the customer or by suppliers to improve 
becomes important and continuously increasing 
for small -batch production applications and 
production of the existing designs with increase 
in performance, flexibility, and cost-effectiveness. 
High-performance, decentralized additive 
manufacturing systems will reduce transport 
distances and stock on hand [16) . The production 
process should be faster, and it is manufactured 
at cheaper rate, by the use of additive 
manufacturing technologies like fused deposition 
method (FDM), selective laser melting (SLM), 
and selective laser Sintering (SLS.) As the needs of 
customer is changing continuously the challenge 
of increasing individualization of products and 
reducing time to market are faced by many 
companies . These difficulties can be overcome 
with increasing digitization, IT penetration and 
networking of products, manufacturing resources 
and processes. 

9) System Integration: Most of the systems are 
highly automated within their own operations, 
and struggle to communicate with other systems. 
A standards and open architectures support 
to transfer the information easily for both to 
the business and to the customer/end user. 
This could use to defining common languages 
for data exchange. E.g, for job information
JDF, color information - CFx, etc.In industrial 
organization,lntegration and self-optimization are 
the two major mechanisms widely used .From 
the revolution of Industry 4.0, integration system 
is outlined, such as horizontal integration across 
the entire value creation network, vertical 

integration networked manufacturing systems 
and end-to-end engineering across the entire 
product life cycle [11) . 

2.3 Smart manufacturing systems embedded 
with advanced technology 

The Various Technologies discussed in the 
previous section have been used to develop 
Smart Manufacturing Systems (SMS's) such as i) 
Intelligent Manufacturing System: Artificial 
Intelligence (Al) play an essential role in this system 
ii) Internet ofThings (loT) - enabled Manufacturing 
system : Real -time data and Softwares are key 
elements of this systems, iii) Cloud manufacturing 
System: Cloud deployment modes, manufacturing 
resou- rces modeling requirements, and services 
are key terms consider in cloud manufacturing 
system, iv) Integrated Manufacturing System: The 
Machine to Machine (M2M) integration and 
cloud data play an important role in this 
system,v) Physical-digital-Physical Manufacturing 
system /Cyber-Physical Manufacturing/Digital 
Manufacturing System: Integration of Key Enabling 
technologies in system which helps to support & 
complete the physical to digital to physical cycle. 
vii) Advanced manufacturing system: Digital 
modeling and fabrication, nano-manufacturing, 
power-electronics and semi-conductor 
manufacturing technologies are considered in 
the advanced manufacturing system. Based on 
physical manufacturing technology the advanced 
manufacturing system are grouped into Flexible 
Manufacturing System (FMS), Reconfigurable 
Manufacturing system (RMS), Computer Integrated 
Manufacturing (CIM),Nano Manufacturing 
Additive Manufacturing [12) [27) . 

2.4 Smart Sensors - smart machines for smart 
manufacturing 

a) Smart Machines enable through Smart 
Sensors: A Smart machine defined as a device 
which is embedded with Machine-to-Machine 
(M2M), Cognitive computing technologies like 
Artificial Intelligence (Al), Machine Learning (ML) 
which is use to solve problems, make ultimate 
decisions, and take action. Smart machines include 
robots, self-driving cars and other cognitive 
computing systems that are designed to work 
through tasks without human intervention. 
The Smart Machines capabilities will continue 
evolving greater autonomy, flexibility & 
adaptability. Self-monitoring and prognostics 
enable smart machines to detect the problems 
and even analyze issues. The machine is retrofitted 
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with prognostic capabilities which include 
smart sensors driven through internet. By 
analyzing the data collected from sensor, optimize 
the maintenance plans, increase the up time 
and avoid excessive expenses for preventative 
maintenance [22]. 

b) Smart sensors drives through connective 
networks loT: Smart sensors are not the 
same as sensors, the smart sensors are 
propelled stages with advanced technologies 
which include: microprocessors, storage, 
diagnostics, and connectivity tools which 
empower to change the customary input 
signals into genuine digital insights. These smart 
sensors give the convenient and profitable 
information to control. To communicate and 
transfer the data through internet, enable 
networks such as Wi-Fi, Bluetooth, RFID, and 
others are used [23] . 

2.5 Smart network connectivity (wireless 
connective technologies & standards) 
driven by lot 

For computing, communication and control, 
the technologies are integrated to other system 
which composed on support of existing wireless 
communication networks and standards. The 
different standards which integrate various 
technologies are used in different areas for 
communication for example, ZigBee- low 
data rate, low power consumption, low cost, 
Bluetooth- short range with slow power 
consumption, Wi-Fi high range with high speed, 
LoRaWAN- Long Range & low power, Passive 
Optical Network (PON)- works without any power 
requirements or active electronic parts, Mobile 
Cellular Networks-LTE,3G/4G/SG) [24] . 

2. 6. Smart/materials/products/parts 

The Characteristic of a material can change its 
configuration to be reused in the same form or 
other form, and then it is termed as a "Smart 
material ". For example consider resilience is 
one of the characteristics of smart material. It 
is defines as the ability by which a material/ 
product/part/ would be able to retain its 
original form after. In intelligent control system, 
resilience can be placed, because a part may 
require intelligent control to return in its original 
form. The Sensing technology (Tracking and 
tracing technology) can find the past and present 
locations of product by using sensors and these 
sensors are referred to as "Smart sensors". The 
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configurations of smart sensors with processors 
and software, for an efficient exchange of data, 
it is termed as "Smart products/parts". Smart 
Materials detect the adjustment in condition and 
activities with the assistance of sensors and take 
the restorative activities by using smart sensors 
and actuators. For instance smart materials 
like piezoelectric gadgets, shape memory & 
combinations of their uses in industry, the 
incorporating of material, product and parts in 
the manufacturing system is named as Smart 
Material/Product/Part [25]. 

2. 7 Smart tools and softwares 
manufacturing (IT based 
system) 

for smart 
production 

Level 4 
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worl<fora, tracki"9, resource 

Monitoring a Supen,lsocy, 

Production Proc8S 

Computw-alded dalgn (CAD)·, Computer-aided manufacturi"9 (CAM), 
Compute n,lded technolavy (CAx) are some tools used Inn- laHd 
Production Kana9""'- to desl9n, aniltyze and facilitate production. 

Fig. 4. Tools and software used in smart 
manufacturing system [4] (23] . 

2.8 Smart features or smart characteristics of 
smart manufacturing 

The smart manufacturing system has five major 
features such as i) Connectivity- Processes, 
machines, and humans are connected to provide 
real-time data to make decisions. ii) Optimization 
- Uptime and productivity, highly automated with 
minimal human interaction. iii) Transparency
Visibility of customer demands forecasts, order 
tracking, & other live metrics that allow for real
time decision-making. iv) Proactive - Constantly 
stocking and replenishing materials, early 
identification of supplier quality issues, and 
real -time safety monitoring. v) Agile-Adaptable 
scheduling changeovers, implementation of 
product changes in real time, and configurable 
factory layouts, and equipment. Each smart 
feature play an role in enabling decisions and 
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help organizations improve the production 
process [26]. 

2.9 Significant challenges of smart 
manufacturing 

There is development of new trends and 
innovation in smart manufacturing towards 
industry 4.0 from all advance technologies in 
manufacturing systems, but still it faces significant 
challenges mainly in the following areas: 
i) Legacy Information Technology (IT) infrastructure: 
In many organizations, basically Information 
Technology (IT) infrastructures were developed 
as communication networks for linking the 
different data or information pools. It is efficient 
for limited data handling and becoming more 
and more difficult to deal with huge amounts 
of data and information across different 
manufacturing platforms. This particularly 
faces significant ant security challenge while 
adopting a powerful cloud computing system. 
And Legacy Information technology (IT) 
infrastructure must be re-evaluated or replaced 
for the new manufacturing paradigm. ii) 
Standardization: Standardization as become 
essential in every organization, to integrate 
different elements in manufacturing systems, 
including both hardware and software. The 
communication of input/output and protocols 
must be standardized for efficient and secure 
data transfer at device level. Interfaces 
between software modules must be 
standardize so that the potential of 
computational intelligence can be fully utilized. 
iii) Knowledge base: The implementation of 
intelligent manufacturing technology in the 
organizati- ns and the availability of an effective 
knowledge base is still the bottleneck stage. 
Although the Machine Learning (ML) techniques 
have been adopted for the construction of 
knowledge bases from data, the significant 
challenges remain the same because of the 
high levels of uncertainty in the manufacturing 
environment. Many associates are working 
together to build a knowledge base, but a practical 
and the effective knowledge base is yet to be 
developed for monitoring and controlling the 
manufacturing system. iv) Closed-loop control: 
In intelligent manufacturing, the Predictive 
analytics have been playing as significant role. 
However, the implementation and impact on the 
factory floor is still very limited . The connection 
between analytics and actuation must be 
relatively closed so that a truly intelligent 
closed-loop control system strategy can be 

implemented in the next generation of intelligent 
manufacturing. At this point both hardware 
and software innovations are urgently required 
for the development of cloud manufacturing 
systems [27]. 

4. Conclusion 

This paper mainly focused on the concept on 
industrial revolution, Industry 4.0, which leads to 
build a Smart Production System (Smart Factory), 
Smart Production Process (Smart Manufacturing). 
Design principles, key technologies, enabling 
factors which drive the smart manufacturing 
system are discussed. From this study it gives 
an idea of implementing / adopting the Smart 
design principle, Smart technologies driven by 
Smart enablers like loT, could computing, smart 
sensors and smart tools and software with Smart 
characteristics in manufacturing system. The 
smartness serves not only to compete globally 
but organizations can gain many benefits like 
precise quality, produce customized product with 
reasonable cost at effective time at the same time 
gain profit to the organizations and achieve all 
possible goals set by the organization . 
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