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Abstract
This research paper reflects on contract formation in an electronic commercial transaction in
Cameroon. The main aim is to critically examine how Caneroontan law treats contracts that
are formed electronically, looking at aspects of offer, acceptance and the requirements of
writing and signature, which are pecultar with an e-commerce contract. Fundamentally,
contracts are voluntary exchanges and as such maximum use should be given to party
[freedom of contract and party autonomy. The methodology emploved in this article is purely
doctrinal which is based on both primary and secondary data. The paper concludes with some
robust recommendations which if effectively implemented will go a long way 1o enhance

commercial transactions in Cameroon.
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INTRODUCTION

The starting point in the formation of any valid
contract is arriving at a consensus from the
negotiations of the parties involved. When
parties to a contract begin to negotiate there
may be a considerable difference between
them on various terms of the contract. It is
important to note that the e-commerce

technology has established a new form of

contracting, different from the traditional
method, given its paperless character. Hence,
the virtual nature of e-commerce presents a
dilemma of the legal validity of a contract

concluded via the web. The unique feature of

this contract (e-commerce) makes one ponder
whether contracts concluded over the internet
are valid.

The general rule is that a contract is formed
when parties reach an agreement on its terms,
even orally [1] or by conduct [2], provided that
the essential elements for the validity of a
contract are met [3]. It i1s important to note that
the Law requires certain agreements to be
evidenced in writing [4], or to bear a signature
[5] or that it be presented in its original form
in order for it to be enforceable. In the context
of e-commerce however, the question
ordinarily arises of whether a contract formed

via E-Commerce fulfills this requirement of
writing, signature or originality.

A key feature of the e-commerce directive is
that contracting on the Internet must be legally
possible. Hence, member states must ensure
that contracts concluded by electronic means
are not deprived of legal effectiveness nor
validity on account of their having been made
by electronic means. Electronic contracts must
be considered in the member states' legislation
as written contracts. By way of exception,
member state law may stipulate that electronic
contracting shall not be possible for certain
types of contracts such as contracts creating or
transferring rights in real estate (excluding
rental - rights).  contracts  requiring  the
involvement of courts, public authorities or
professions exercising public authorities,
suretyship agreements, contracts regarding
collateral securities turnished by persons
acting for . purposes outside their trades.
businesses. or professions, or contracts
governed by family law or by law of
succession  [6]. Beyond these  exceptions.
national authorities cannot impose mandatory
or restrictive rules that are specitically
applicable to electronic  contracts.  This
prohibition would appear to facilitate the use
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of model e-commerce agreements such as the
Electronic  Commerce  Agreement  of  the
United Nations Center for Trade Facilitation
and Electronic Business [7]. and the drafl
Uniform Rules  for Electronic Trade and
Settlement of the International Chamber of
Commercc [8].

Article 15 of Law No. 2010021 of 21
December 2010 on Electronic Commerce in
Cameroon ftranslates the principle of  the
validity of an electronic otfer by stating that an
electronic offer must make mention of the
price, the characteristics of the product and the
nature of the goods or services [9]. These
conditions are not applicable to contracts
concluded through personal ¢-mails or through
mdividual communications. Article 11 (1)
imposes that contracts through electronic
means should be accompanied by contractual
or general  conditions  permitting  the
traceability of contract intended. Obligation of
information has been reiterated in Article 11
(2). The exigency of this article 1s hmited to
contracts between  protessionals and
consumers [10]. However, the question is
asked to know if such an exigency is necessary
if the offer has to come from the consumer to
the professional [11].

BASIC CONDITIONS FOR THE
MAKING OF AN E-COMMERCE
CONTRACT IN CAMEROON

The first requisite of a contract 1s that the
parties should have reached agreement. Since
the phenomena of agreement 15 concerned
with the presence of the outward and visible
signs of assent and bearing m mind that it 1s
often difficult to say at what time such an
agreement has bheen made shall we proceed
by considermg  various  stages  in the
negotiation  process.  These  involve  the
making of a firm or delinite offer and an
unconditional acceptance

Offer

G.H. Trenel [12] defines an offer as a
statement to the effect that the person making
it 1s willing to contract on the terms stated as
soon as these are accepted by the person to
whom the statement is addressed. An offer is
an expression of willingness to contract on

specified terms, made with the intention that it
1s to be binding once accepted by the person to
whom it is addressed [13].

Offer takes effect when it reaches the
addressce as mentioned in Articles 211 (1)
UAGCT. and 2/3 (1) of the OHADA Draft
Uniform  Act on Contract Law [14]. In
addition, 1t may be revoked if the revocation
recaches  the  recipient  before the latter
forwards its acceptance [15].If the two
provisions mentioned above do not raise any
major difficulties in the light of traditional
means of communication such as paper, it is
necessary to question their applicability in the
presence of new information technologies,
because the same electronic element must
contain the elements which “print to a
contract its own coloring and in the absence
of which it cannot be characterized”. In
electronic matters, when can we say that the
offer has rcached the recipient? To answer
this question, it should be recalled here that
the UAGCL and the OHADA Draft Uniform
Act on the Law of Contracts are in
chronological order largely inspired by the
Vienna Convention and the UNIDROIT
Principles. It goes without saying that
comments from the provisions of these
international texts are applicable to them.
Thus, according to the Consultative
Committee of the Vienna Convention. the
term “reaches”, with regard to the means of
clectronic  communication “designates the
moment when an electronic communication
has entered the server of the recipient of the
offer”™ [16]. In the same vein and following
comment 4 on Article 1.11 of the UNIDROIT
Principles. the offer: “does not need to reach
the recipient's hands or be actually read by
the recipient. It is sufficient that it be taken
by an employee of the recipient who is
authorized to accept it, whether it is placed in
the recipient's mailbox, or that it reaches the
fax machine. the telex or. in the case of
clectronic communications, it has entered the
server of the latter [17].

In terms of clectronic communication, a
notice of revocation has to enter the
offeree’s server before or at the same time of
the offer. The problem in applying this rule
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is online contracting is of course that there 1s
practice hardly any means of faster
communication than e-mail or website
communication. Another issue is whether it
is enough that the withdrawal has entered
the offeree’s server for it to take effect. In
that case, it would have to be presumed that it
is read as soon as it is located on the server.
The fact that hindrance to read the message
may occur due to technical problems may be
disregarded, since it is something that can be
controlled by the offeree who therefore is the
carrier of the risk.

If an offer is not deemed 1rrevocable 1t may
be revoked if the withdrawal reaches the
acceptor before an acceptance is dispatched.
When applying this rule to an online

acceptance means that the otfer 1s revoked if

the withdrawal enters into the offeree’s server
before the acceptance has left the same
server. Thus, in practice this could occur at
the same time. In any case, a prerequisite is
that the offeree has consented to receive
electronic communication of that type to the
address [18]. Explicit consent is not
necessary and contract interpretation, as well
as practices and usages, may help in
determining the existence of such consent. As
per SellamVIP's terms and conditions. an
order 1s an offer to Sellamvip to buy the
product(s) in the order. When one places an
order to purchase a product from Sellamvip,
they send a message confirming receipt of the
order and containing the details of the order
(the ~Order Confirmation™). If" the buyer 1s
using certain  Sellamvip  Services  (c.g.
Sellamvip mobile applications) the Order
Confirmation may be posted on a Message
Centre on the website. The Order
Contirmation is acknowledgement that they
have received the order and does not confirm
acceptance of the offer to buy the product(s)
or the services ordered. They only accept the
offer, and conclude the contract of sale for a
product ordered by the buyer, when they
dispatch the product to the buyer and send e-
mail or post a message on the Message
Centre of the website confirming to the buyer
that they have dispatched the product to him
(the “Dispatch Confirmation™). It the order is
dispatched in more than one package. the

buyer may receive o separate Dispatch
Confirmation for each package, and cach
Dispatch  Confirmation and  corresponding
dispatch will conclude a separate contract of
sale between Sellamvip for the product(s)
specified in that Dispatch Confirmation. The
contract is with SellamVIP. Without affecting
the buyer's right of cancellation. he can
cancel his order for a product at no cost any
time before Sellamvip sends the Dispatch
Confirmation relating to that product. This
right 10 cancel does not apply to certain
categories ol products and services, including
digital products or software which are not
supplied in a physical tormat (e.g. ona CD or
DVD). once download or use (whichever i1s
earlier) has begun [19].

Acceptance

According to the CISG-AC opinion, an
electronic  acceptance, reaches the offeror
when the acceptance enters the server of the
offeror. It is not necessary that the offeror has
read the acceptance, but it must be available
for him to read [20]. For different reasons an
online acceptance may in practice not be
effective when it reaches the ofteror’s server.

Acceptance means accepting an oftfer outright
[21]. Article 213 of the Uniform Act on
Commercial Law provides that:

“Acceptance of an offer takes effect when
the indication of acquiescence reaches the
offeror. Acceptance shall not take effect if
this idication does not reach the offeror
withim the time stipulated or, in the absence
of a supulation. within a reasonable time in
the circumstances of the transaction and the
means  of  communication used by the
offeror. A verbal offer must be accepted
immediately, unless the circumstances imply
otherwise™ [22].

In the opinion of the Advisory Committee 1o
the Vienna Convention, with regard to new
information technologies, “acceptance takes
effect at the moment when an electronic
indication of acquiescence enters the server off
the author of the offer, provided that the latter
has consented, expressly or ampheutly. to
receiving electronic communications of this
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type. format and address. The term “verbal”
mcludes real-time
transmission  and

clectronic sound
real-time
communications. An offer that is transmitted
clectronically in real time must be accepted
immediately. unless the circumstances imply
otherwise, and provided that the recipient has
consented. expressly or implicitly. to receving
such electronic communications of this format
and under this address [23]. In the same vein.
and with regard to Article 214 UAGCL [24],
The term “verbally™ includes electronic sound
transmission, provided that the recipient has
consented. expressly or implicitly, to receiving
electronic communications of that type, format
and address. The term “notice™ includes
electronic communications, provided that the
reciptent  has  consented.  expressly  or
implicitly. to electronic
communications  of that type. format and
address [25]. With regard to the acceptance
period provided for in Article 215 UAGCL
[26]. the same Advisory Commitiee states that:

clectronic

receiving

“The acceptance pertod sct by the offeror in a
real-time electronic communication begins to
run when the offer enters the recipient's server.
The acceptance period set by the offeror in an
email communication begins to run at the time
of sending the communication by email.
“Instant communication means™ include real-
time electronic communication™ [27]

Along with the Uniform Act on Commercial

Law. the OHADA Draft Law on Contracts

Law also provides for “acceptance™. Thus.

according to Article 2/6:

1. “Constitutes an acceptance of any
declaration or other behavior by the
addressce indicating that he agrees to the
offer. Silence or mmaction alone cannot be
accepted.

2. The acceptance of an offer takes effect at
the moment when the indication of
acquiescence reaches the offeror.

3. However. 1f under the offer. established
practices between the parties or usages,
the addressee may, without notice to the
offeror, indicate that he agrees in
performing an act, acceptance takes effect
at the moment when that act is performed™
[28].

Article 2/7 states:

“The offer must be accepted within a period
stipulated by the offeror or, failing such
stipulation. within a reasonable time, taking
into account the circumstances, including the
speed of the means of communication used by
the author of the offer. A verbal offer must be
accepted immediately, unless the
circumstances indicate otherwise™ [29]

The wording of this provision caught the
attention of the Working Group on the 2004
edition of the UNIDROIT Principles.
Following the comments and illustrations of
these principles:

“An offer must be considered verbal not only
when it is made in the presence of the
addressee of the offer, but whenever the
addressce of the offer can reply immediately.
This 1s the case of an offer made by telephone
or communicated electronically in real time
(for example in “chat rooms™)” [30].

The comments and illustrations also provide
guidance on how to determine the “reasonable
time, given the circumstances”™ [31] in a
situation where an offer is submitted via an
email asking the offer recipient to respond as
quickly as possible and where acceptance is
given by letter posted. According to the
commentary and the illustration, a letter sent
by mail in these circumstances does not
answer the criterion “as soon as possible™. It
seems to us that this goes without saying, even
it the accuracy is in fact somewhat
superfluous, it is in our opinion correct and
inconsequential [32].

In the end, it seems that the OHADA
Uniform Acts are generally appropriate not
only for transactions concluded by traditional
means.  but also  for those concluded
clectronically. The rules set out there seem to
offer solutions, including in an electronic
environment. Despite the possible solutions
offered by the Uniform Acts, OHADA
Member States have taken initiatives, either
at the national level or in the framework of
regional organizations to legally regulate
clectronic commerce [33].

e e e e e e et A e T e S TR
NJCSL (2020) 12-24 @ Law Jowrnals 2020, All Rights Reserved Page 15



National Journal of Cvber Security Law
Volume 3, Issue 2

U

i‘.‘\'-l‘._il"‘! .’[.11\

SPECIFIC REQUIREMENTS FOR
THE VALIDITY OF AN E-
COMMERCE CONTRACT IN
CAMEROON

The development of e-commerce  poses
problems with the acuteness of adaptability
with efficacy of the laws of proof. In principle.
to adduce judicial proof. it is necessary 1o
produce written and signed documents. A
basic rule of contract law is that certain types
ol agreements must be in writing before they
are enforced. Absent writing, and the signature
of the party charged, a court will refuse 0
enforee.

The Requirement of Writing in k-
commerce

"Writing™ is itself a basic and understood
concept. Obviously, the term includes paper
and ink “writing” on stationery, napkins or
cardboard, but could also spray-painted
contract term on a fifty-foot billboard or
statements carved into the trunk of tree. So
long as the words were scratched onto a
physical medium serving to “memorialize™ or
preserve the agreement, the statute of frauds is
satisfied. A “writing” preserves the agreement
in a medium independent of the parties’
memories and  protects  against  the
impermanence of oral promises that dissipate
into thin air the moment they are made. It an
agreement is recorded within a medium that
preserves the intention of the parties, the
writing requirement surely would be satistied.

The current concern is whether electronic
contracts classify as “writing”. While a printed
copy of a contract form electronically is
identical to any other “pen and paper”™ writing,
the less certain case involves “paperless”
electronic contracts that exist only in computer
memories or on computer screens. Whether
the terms of an agreement appear on a web
page, in an email, or within a word processing
file, the terms ‘are not “etched” onto a
permanent medium, rather than the term
existing only as a continuous stream of
electrons visible momentarily on a computer
screen or as a long string of binary code
cached in memory and processed by a program
that enables one to view and in many cases
alter the information. Electronic contracts are

not “reductions”™ to a tangible torm at all, but
instead —are an  intangible  composite  of
electricity, computer code and algorithms that
lacks any fixed status [34]. Accepting this as
true, how should the law enforce electronics
contracts without requiring that each that each
agreement or alleged agreement be reduced to
a physical copy or printout? [35] UCITA
Section 201 presents the new and improved
Statutes of Frauds by using the concept of
record [36]. Parties need not reduce  their
agreement o a concise written document,
rather the parties merely need to record their
agreement so that it could be read or heard
again. Section 6 (3) of Law No. 2011/012 of
6" May 2011 on the Framework on Consumer
Protection in Cameroon, provides that parties
to an agreement or contract shall each be given
and shall keep a copy of the documents
containing or providing evidence for the
transaction.

Under the UAGCL., the formal requirement of
writing and signature is not needed for a valid
contract to be formed. Article 240 expressly
states that:

“A contract for sale of goods need not to be
concluded in or evidenced by writing and is
not subject to any other requirement as to
form. It may be proved by any means.”

In this respect, therefore, apparently. there are
no particular difficulties in applying the
UAGCL to electronic transactions. Even
though the definition of “writing™ has not been
offered by the new UAGCL [37]. It is
therefore  necessary to  consider  whether
“writing” under the UAGCL extends to cover
electronic communications. This leads to the
conclusion that the status  of  electronic
communications under the UAGCL is unclear.

However, such a definition could be found in
Article 1/10 of the Draft Uniform Act on
Contract Law [38] which is identical to Article
I.11 of the UNIDROIT Principles of
International  Commercial  Contracts 2014,
This could possibly accommodate electronic
documents.  According to the provision,
writing” means any mode of.communication
that preserves a record of the information
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contained therein and 1s capable of being
reproduced i tangible form [39].

Within the CEMAC zone. and within the
domain of a veritable digital market. the
legislator tends to move towards the direction
of this evolution. Henceforth, the requirement
of writing will hold for documents on paper as
well as electronic documents. It 1s the result of
the new definition of the notion of “writing”
which is guided by two fundamental
principles. The principles that guide the
definition and value of “writing”™ are the
principle of technological neutrality and that
of functional equivalence [40].

The principle of “technological neutrality™
emanates from the works of the CNUDCIL
(Commission des Nations Unies pour le
Dévelopment du Commerce International). Tt
signifies that no discrimmation should be
made between the various techniques that
could be used to create, communicate and
store information [41].

As stated above. the Law requires certain
documents to be evidenced in writing, without
which 1t is not considered valid. The question
ariscs whether a contract concluded via c-
commerce means fulfills this requirement of
writing, There are divergent views on this
pomnt [42]. The Supreme Court of Nigeria's
decision i Anvachosi v R Briscoe Nigeria
Lid [43] 1s in contlict with the Nigerian Court
of Appeal's decision in Nuba Commercial
Farms Lid v. NAL Merchant Bank Lid & anor
[44]. on the issue of the adnussibility of
Computer print outs as evidence, the Court of
Appeal was of the view that the Evidence Act
[45] only provides for the admissibility of
evidence in book form. and accordingly, held
that computer printouts were inadmissible.

Sellamvip terms and conditions indicate that
Applicable laws require that some of the
information or communications they send to
the buyer should be in writing. When using
their  website, the buyer accepts that
communication with them will be mainly
electronic. They will contact the buyer by
email or provide him with information by
posting notices on Sellamvip’s website. For

contractual purposes, the buyer agrees to this
clectronic means of communication and
acknowledges that all contracts, notices,
information and other communications that
Sellamvip provides to him electronically
complies with any legal requirement that
such communications be in writing. This
section does not affect the buyer’s statutory
rights [46].

The UNCITRAL MLEC has purported to
solve this problem of divergent rulings as
regards the admissibility or otherwise of a data
message as a result of its form, as seen in the
rejection of fax messages and computer print
outs above. simply because they do not appear
in the traditional written form, by redefining
the concepts of writing, signature and
originality  to  accommodate modern E-
Commerce methods, such as electronic mails,
telex and a host of others, while establishing
criteria  for their authenticity, to achieve
uniformity as regards E-Commerce.

The validity of a contract and its proof is
practically neutralized by the consecration of
functional equivalence of electronic writing
and paper writing. By the principle of
functional cquivalence in this context. it is
understood generally as the principle which
consists of searching the functions that a
written  paper  possesses  and  transposing
them on another support that fulfills the same
functions [47]. But there are circumstances
that mails will not be considered in the
formation of certain contracts which necds
special  formalism generally justified by
considerations of general interest. Legislation
requires that such contracts must be in
writing or evidenced in writing [48]. The aim
is to help protect people and their property
against fraud and sharp practices. This is by
legislating that certain types of contract could
not be enforced unless there was written
evidence of its existence and of its terms [49].
The reason is that electronic message can be
admitted for proof on the same title as
written messages on the basis that the person
from whom the message is coming from can
be identified. This i1s to avoid fraud of the
parties dealing in electronic commerce.
Another  pre-condition is  that  of
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guaranteeing the integrity of the message by
proving the message received is the same as
the message sent and that it has not been
tampered with [50].

The technology neutral approach allows the
provision to apply to a broad range of
circumstances as much as possible [51]. The
law holds that the information would be
readily accessible so as to be usable for
subsequent reference. The words accessible.
legible and intelligible to be consulted later
on are equivalent to ink and paper writing
because it is typically accessible for
subsequent reference. Thus., it would be
reasonable to expect that electronic mail
which is stored when created and by the
recipient on receipt, would be accessible tor
subsequent reference [52]. However, there are
circumstances like that of a chat room where
electronic  exchanges are wused without
expectation that the communications will be
stored. Such a use would not be in line with
the provisions in article 22 (2) of Prime
Ministerial Decree of 2011. With instant
messaging, exchange appears on each party’s
computer screen and disappears after the
session ends. Hence, the information would
be unavailable for subsequent reference.
However, it is possible to copy and paste the
exchange to a regular computer file, log the
conversation or use a screenshot or screen
capture. If parties agree to the use of such
methods, then the information would be
readily accessible [53].

The Requirement of Signatures in k-
commerce

A signature (from Latin signare, “sign’) is a
handwritten  (and  sometimes  stylized)
depiction of someone’s name (or some other
identifying mark) that a person writes on a
document as a proof of identity and will [54].
In most cases, the main purpose of a signature
is to evidence the original of the document or
approval of it by a particular individual [55].
In other words, the prime function of a
signature is to give evidence of the source of
the document (identity) or the intention (will)
of a person in respect of that document [56].

Signatures perform a variety of functions in
the real world, not all of which are legally

effective. Moreover, signatures are treated
significantly differently by difterent legal
systems.

In some instances, the legal requirement of a
signature can serve as a prerequisite of the
validity of the document. Nevertheless. case
law in common law countries broadens
interpretation of this notion, so long as some
physical mark attached to paper indicates its
approval or adoption. In Goodman v. Eban
[37/, the court of Appeal held that using ~a
rubber embossed with the name of the firm”
by a solicitor satistied the requirement of
signed bills under the Solicitor’s Act 1932, It
was stated that:

“Where an act of parliament requires that any
particular document be “signed’ by a person.
then, prima facie, the requirement of the act is
satisfied if the person himsell places on the
document an engraved representation of his
signature by means of a rubber stamp... the
essential - requirement  of  signing is  the
aftixing in some way whether by writing with
pen or pencil or by otherwise impressing
upon the document. one’s name or “signature’
s0 as  personally o authenticate  the
document™ [38].

Cameroon stands to gain much in expressly
recognizing in line with the western countries,
the fundamental value of electronic signature
(confidential code) which comprises all the
figures  resulting from an  algometric
calculation initiated by the manipulation of a
confidential code (secret code between parties)
[59].

Law No. 2010/021 of 21 December 2010 on
Electronie Commerce in Cameroon defines an
electronic signature as:

“A signature obtained by an asymmetrical
encryption algorithm that helps to authenticate
the sender of a message and venly the
integrity thereof™ [60].

The person who owns a signature generating
device and who acts either in his personal
name or as a representative o a natural person
or corporate body is an electronic signatory
[61]. The UNCITRAL Model Law  on
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clectronic signatures (Model Law) [62] in its
Article 2 defines electronic signatures as:

“Data in electronic form in, affixed to. or
logically associated with, a data message.
which may be used to identify the signatory in
relation to the data message and indicate the
signatory’s approval of the information
contained in the data message.”

Many documents and legislative products use
the term “digital” and “electronic™ signatures
as synonyms [63]. A digital signature is a
mathematical scheme for demonstrating the
authenticity of a digital message or document.
A valid digital signature gives a recipient
reason to believe that the message was created
by a known sender, that the sender cannot
deny having sent the message. and that the
message was not altered in transit. Some
statutes like the Statute of Frauds also require
in addition to writing, the signature of the
party charged with reaching the contract. The
purpose of requiring a signature i1s not an
empty formality but serves to authenticate a
contract (r.c. to identify the party and the
party’s intent to enter the agreement that the
writing — purports  to establish.  Digital
signatures promote authentication ol sender
identity, data integrity and non-repudiation.
First. digital signatures provide a process 1o
determine who sends a communication and
determine the identity ol the sender [64].
Second, digital signatures provide
information about whether the message has
been altered [65]. Third, if a digital signature
demonstrates that a message has not been
altered and identifies the sender, the sender is
unable to repudiate either the contents of the
message or that it was sent by him.

Section 21 of Law No. 2010/012 of 21
December 2010 relating to cyber security and
criminality in Cameroon provides that any
person  wishing to affix  his  electronic
signature to a document can create the
signature using a reliable device whose
technical characteristics shall be determined
by instrument of the Minister in charge of
Telecommunications [66].

Section 22 goes further by providing that any
person using an electronic signature device

must take minimum precautions fixed by
mstruments referred in Section 21 to avoid any
illegal use of the encoding elements or
personal equipment related to its signature,
inform the Certification Authority about any
illegitimate use of his signature, ensure the
authenticity of all the data he declared to the
electronic certification service provider and to
any person he requested to trust his signature.

To answer the question whether digital
signatures are legally valid, will depend on the
context. If a contract is not required by law to
be in writing (and most are not), there is no
reason to doubt that it can be made by
cxchange  of  electronic  messages. The
advanced electronic signature shall have the
same legal value as the handwritten signature
and produce the same effects as the latter [67].

The element of proof is brought out in digital

signatures in that the parties rely on them to

ascertain that the persons who electronically
signed the documents are who they say they
are. Article 11 of the Model Law provides that

a relying  party  will bear the legal

consequences of its failure to take reasonable

steps to verify the reliability of an electronic
signature or to observe any limitations may be
placed on a certificate. A certificate i1s a data
message that confirms a link between the
signatory and the signatory creation data. It
provides verification that the person who
clectronically signed a document is who they

say they are. Law No. 2010/012 of 21

December 2010 relating to cyber security and

criminality in Cameroon lays down the

conditions that an advanced electronic
signature must meet:

e The data related to signature creation shall
be exclusively linked to the signatory and
under his exclusive control.

e Each modification shall be easily
detectable.

e [t shall be created using a protected device
whose technical characteristics shall be
defined by an instrument to the Minister in
charge of Telecommunications.

e The certificate used to generate signatures
shall be a qualified certificate. An
instrument of the Ministry in charge of
Telecommunications shall determine the
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criteria of the qualification of certificates
[68].

In the area of e-commerce, it needs generally
one professional of e-commerce contracts to
prove in case of a contestation that a contract
had been made and the same time to
understand the length and the breach of his
right and obligation [69]. In this regard, a
written confirmation of all pieces of
information furnished on the screen of the
computer was in the nature or in the manner as
to protect the professional contracting partner.

E-commerce in a general manner creates fear

between contracting parties residing 1

different states. It therefore becomes necessary

to resolve the problem of proof of the

transaction effected via the medium of the

internet.

A mode of proof in international law has been

adopted. It is either:

e The law which governs the content of the
contract.

e The law which governs the form of the
contract.

e Or the local laws of the country where this
contract was concluded [70].

The two basic functions of signature as
brought out by the UNCITRAL Model Law on
electronic commerce are 1o identity the author
of the document and to confirm the author
approved of the document [71]. It does not
deal specifically with the integrity of the
document itself. Other alternative methods
may be used for the authentication of the
identity in relation to electronic
communication information. In Cameroon the
law simply states that communications have to
be secured by authentication certificates and
electronic signatures the same as in public
administrations to be spelt out by a particular
text [72]. The particular text has not been
brought out as yet, as such posing a big
problem in the area of authentication of
electronic contracts, thus taking electronic
commerce backwards.

CONCLUSION

It would suffice to say that the essential
ingredients of a valid contract have a distinct
connotation in the context of online contract
and if all the requirements of law are satisfied.

a valid contract can be formed in all e-
commerce transactions. E-contracts are well
suited to facilitate the reengineering of
business processes occurring at many firms
involving a composite of technologies,
processes and business strategies that aids the
instant exchange of information [73]. Afier the
analysis of nature of e-contract. 1t is realized
that the position of the consumer 1s weaker in
online shopping contract because the customer
has to abide by the conditions postulated by
the seller. Sometimes, e-shopping  becomes
optional tor the customers either to aceept or
to quit the idea of shopping because of
requirements of standardized online form and
particular mode of acceptance of payment. As
the formation ol a valid contract forms the
cornerstone of e-commerce, 1t 1s essential that
sufficient attention must be paid to the
formation of a valid online contract before
finalizing transaction in the click-world.
Cameroon has to take steps at its sovereign
national level o strengthen the protection of
consumers inonline business transactions.
Such steps could be taken via a detailed law
spectlic o online transactions. or via upgrades
to the existing e-commerce and consumer
protection laws to fill the gap of uncertainty in
the digital business environment [74].

Once the requirements of the law are complied
with, online contracts will open up the
multifarious opportunities for business. In
cyberspace, commercial entities should realize
the significance of a valid online contract and
take serious concern of the ticklish issues
involved therein, because online contracts hold
the key to the bright future in the sphere of e-
commerce.
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